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Overview
The purpose of this document is to provide guided information used to assist in the
installation and maintenance of OmniVault.

OmniVault is the solution for Enterprise Data Management currently focused on
ServiceNow data. OmniVault facilitates connections, migrations, transformations, and
analytical discovery for Enterprise Data while providing users with a simplified and
unified workspace, reducing the learning curve for new users. By extending OmniVault
with one (or more) of our Data Mart products, you can immediately provide users with
industry tailored analytics that utilize data from all across your Enterprise.

e OMNIVAULT.

ServiceNow is a cloud-based platform designed to streamline and automate IT
workflows, enhance service management, and improve operational efficiency across
an organization. It provides a single system of record for IT services, allowing for better
incident, problem, change request, and knowledge management. Beyond IT,
ServiceNow extends its capabilities to other business functions like customer service, HR,
and security operations, offering a unified platform to automate processes, improve
collaboration, and drive digital transformation.

servicenow.

Snowflake is a fully managed, cloud-based data warehousing platform that enables
data storage, processing, and analytics. Its unique architecture separates storage and
compute, allowing organizations to scale resources independently and pay only for
what they use. Showflake supports various data workloads, including data warehousing,
data lakes, data engineering, data science, and the development of data
applications, providing a collaborative and secure environment for accessing and
sharing data across an organization.

db .
X snowflake

About IntegrityPro Consulting LLC

IntegrityPro Consulting LLC (IPC) is a technology consulting firm specializing in the
ServiceNow and Snowflake platforms. They offer IT professional services to both public
and private sector enterprises, focusing on improving technology and aligning with
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corporate strategy in an efficient and scalable manner. IPC provides

expertise in areas such as implementation, customization, and leveraging the full
potential of the Now platform and Snowflake's Al Data Cloud to drive digital
tfransformation, enhance service management, and improve data analytics
capabilities for their clients. Recognized as a top workplace, IntegrityPro Consulting
emphasizes a people-centric approach and deep platform knowledge to deliver
results-driven solutions.

o = .
o2 INTEGRITYPROe

When to use OmniVault

OmniVault can connect unlimited, different ServiceNow instances (including cross-
cloud) allowing for innovative data strategies to occur agilely at scale for the entire
Enterprise or sub-enterprise groups like development teams. OmniVault provides Data
Users with the Unified Data structure simplifying fime to market for quicker requirement
turn arounds for not just ServiceNow data but also internal Snowflake tables.

By leveraging OmniVault's Send Table functionality or ServiceNow's Workflow Data
Fabric, users can expose stored OmniVault data to a desired ServiceNow instance.
OmniVault's Send Table functionality also supports the Migration of ServiceNow OR
External Data to a ServiceNow instance allowing simplified and configurable data
imports. Users can expect a reduction in instance migration times and simple,
repeatable data changes to assist in misaligned data imports.

OmniVault also provides users the highly requested foundation for scalable, flexible
enterprise data visualization of ServiceNow (and external) data by being tool agnostic
for additional Snowflake Data Marketplace and Partner tools like Power Bl, Tableau,
Matillion, DOMO, and Al products like Cortex Al.

Known Limitations

OmniVault provides the capability to connect multiple ServiceNow instances intfo a
single Snowflake account, any additional connections require assistance from IPC’s
OmniVault support team.

If connecting OmniVault to secure clouds (either Snowflake or ServiceNow) both
technologies are required to be on a secure cloud. And any connections to locations
not found in a secure cloud will need to be for Data Acquisition ONLY. Do not use
OmniVault to send cloud secured data outside of secure clouds. Examples of secured
clouds include but are not limited to; AWS Gov East 1, ServiceNow FedRAMP High, etc.

OmniVault is not capable of retrieving Real-Time changes from ServiceNow instances
that are not Bidirectionally connected nor any Real-Time updates that occurred prior to
installation (including when these tables are paused).
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Installation Overview

The following graphic is provided to illustrate a top-down overview of the OmniVault
installation process. The overall process will be outlined in greater detail in the following

Install OmniVault

Add Data Source/s
Bidirectional Connection/s
Add Data Table/s
Confgure Data Table/s
Build VAULT
Maintain/Adjust OmniVault

CCCEKL

It is highly recommended that the primary installer hold System Administrator and
Security Administrator in ServiceNow and ACCOUNTADMIN In Snowflake to allow for
simpler installation of OmniVault (The user who builds Bi-Directional Connections will
need to have the SYSADMIN role selected as their default Showflake role). At a
minimum, an individual who has access to these privileges will be required during the
installation process even if separate people hold them.

There are additional possibilities for increased security regarding the installation and
accessibility of OmniVault, for these details please reach out to the IPC OmniVault

support team.

If any issues occur during the setup process that are not resolvable by the
implementation tfeam, or this document, please contact the IPC OmniVault support
team.

5
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Installation Guided Setup
This section covers the steps required to successfully install OmniVault and connect one
or more ServiceNow instances to OmniVault.

OmniVault is available for download in the Snowflake Marketplace for accounts in
AWS, GCP, and Azure cloud regions contained within the United States. To access the
marketplace listing, navigate to the Snowflake Marketplace within your Snowflake
account (ORGADMIN or ACCOUNTADMIN required) and look up OmniVault.

o5, OmniVault
-~ )
L i IntegrityPro Consulting, LLC

Enterprise Data Management

Free to try

More details regarding pricing, legal, permissions, etc. can be found in the Marketplace
listing. For any additional questions or opportunities for unique pricing, contact IPC Sales
(email found on listing).

OmniVault also has an optional ServiceNow Plugin available on the ServiceNow Store.
The plugin enables Real Time imports and establishes ServiceNow controlled Data
Governance for platform administrators. To access the plugin, first navigate to the
ServiceNow Store and search for OmniVault (coming soon, currently only available on
request. Contact IPC Sales to request access.)

App details

[ Summary

Description

Key features

e

Ratings and reviews . “Buy.
Links and documents

Licensing requirements

More details regarding pricing, legal, permissions, etc. can be found in the Store listing.
For any additional questions or opportunities for unique pricing, contact IPC Sales (email
found on listing).
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Configure your ServiceNow Instance

OmniVault contains a Guided Setup for Unidirectional Connections to ServiceNow
which can be found by navigating to the OmniVault Application inside Snowflake.
When users first launch OmniVault, they will land on the Home Page. From here, they
can click the Add button to begin connecting a new ServiceNow Instance. Selecting
this option seamlessly directs users to the Authentication Page, where they will be
guided step by step through the setup and connection process.

Enable Account Level Privileges (In Snowflake)

When launching the app for the first time, OmniVault will prompt users to allow the
Snowflake Account level privileges needed to operate. You can grant these
permissions if you are ACCOUNTADMIN,

:;S.H OmniVault p——
*.. V1.0 Installed just now

About the app  Privileges  Appevents  Access management  Cost management

W Account level privileges &

CREATE WAREHOUSE | Granted

To creale warehouses for execuling tasks on the connaclad Sources.

MANAGE WAREHOUSES | Granted

To manage warehouses for oplimizing the efficiency of your accounts.

EXECUTE TASK Granted

Ta run App Tasks thal orchestrate the data between Snowflake and the connecled sources.

EXECUTE MANAGED TASKE |  Granted

To run serverless App Tasks thal erchestrale the dala between Snowflake and the connected sources.

READ SESSION | Granted

To lag the current user when connacting sources and fe tehing data.

CREATE EXTERNAL ACCES5 INTEGRATION |  Granted

Required in arder to support access to exlemal sources.

CREATE SECURITY INTEGRATION | Granted

Required in order Lo support secrels utilizing OAuth connections.
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Review ServiceNow Instance Prerequisites

When selecting to add a new ServiceNow connection, OmniVault will direct users to an
Authentication page which will contain a prerequisite drop-down to review (shown
below). The drop-down contains some XML Update Sets for ease of installation, but all
configurations are possible without leveraging the provided XML.

v See Prerequisites

Configure your instance by following the steps below. These steps are essential for the OmniVault to function properly. Once you've completed a step, click

‘Mark As Done' to mark it as complete.

Ensure instance is publicly available

The OmniVault requires access to the ServiceNow instance from the internet. Ensure that the ServiceNow instance you want to use is available. If you are

restricted to a private network or VPN access only, please contact us for assistance.

Create an application registry in ServiceNow for OAuth2 authentication (optional)

To connect to the ServiceNow instance, the OmniVault must authenticate to the instance as a ServiceNow user. When creating a new application registry, use
the URL below for the redirect URL.

https://apps-api.cl.us-east-1.aws.app.snowflake.com/oauth/complete-secret

. L

Read More from ServiceNow

&, OAuth Update Set

4, Basic Update Set

This document will also go into detail on these prerequisite steps. Upon completion of
this section, you will have successfully completed all prerequisite steps found in the
ServiceNow Prerequisite Drop-down. For ease of use, an acknowledge all button is also
available above the drop-down.

Understanding the Configurations Popup

The Configurations Popup provides new users with an overview of the core database
artifacts that come pre-installed with OmniVault to support its operation. It displays the
key tables organized by their respective schemas, along with the roles associated with
the application.

To access this page during the initial setup, click the “See Prerequisites” dropdown and
select “View Objects.” This will open the Configuration page titled "OmniVault
Database Artifacts.”

8
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~ See Prerequisites

you've completed a step, click 'Mark As Done' to mark it as complete.

Configure your instance by following the steps below. These steps are essential for the OmniVault to function properly. Once

OmniVault Database Artifacts

As part of the deployment for OmniVault, several database artifacts will be created
automatically. The details and descriptions of all artifacts created are listed below. For

more details, you can also refer to the instructions.

TABLE METADATA
FIELD_METADATA
SOURCE_METADATA
TABLE_METADATA
DATA_TYPE_CONVERSION
SCHEDULE_DEFINITION
IMPORT_LOG

VAULT_LOG

Description

Metadata on the fields uploaded from data sources tables
Data source and the integration used for authentication
Metadata of an uploaded data sources table

Provides conversions for Snowflake and ServiceNow Data Types

Showcases the available schedule definitions for tasks in CRON-formatted sche
Logs and shares status of the tables that are imported from data source for all I

Shows the logs of Vault Schema when it's maodified through automation. The am

TABLE METADATA
Import Queue

Attachment Table

Description
This table is used as an import queue for all new external data

Gather metadata of attachments from ServiceNow instances

TABLE METADATA Description
Satellite Tables Satellite tables are source-specific and follow the Type 2 Slowly Changing Dimensior
Hub Tables Each hub table stores the most up-to-date record from each data source, ensuring a

9
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Role System Name Permissions
Vault Admin ov_admin The Admin role has full access and ownership of all resources

Vault Engineer ov_engineer The Vault Engineer is granted read, write, and create privileges

Vault Analyst  ov_analyst The Vault Analyst is granted read access and limited create privileges to the D
Vault User ov_user The Vault User has limited read access restricted to the Vault & Data Mart
Close

This popup contains the Artifacts below and their related descriptions. Additional details
are also provided in this section, in each object’s comments, or by contacting IPC's
OmniVault support team.

- OPERATION Schema

o FIELD_METADATA: Metadata on the fields uploaded from data sources
tables.

o SOURCE_METADATA: Data source and the integration used for
authentication.

TABLE_METADATA: Metadata of an uploaded data sources table
DATA_TYPE_CONVERSION: Provides conversions for Snowflake and
ServiceNow Data Types

o SCHEDULE_DEFINITION: Contains the available schedule definitions for
tasks in CRON-formatted schedules.

o IMPORT_LOG: Logs and shares status of the tables that are imported from
data source for all loading types.

o VAULT_LOG: Shows the logs of Vault Schema when it is modified through
automation. The amount of tables is tracked for each vault table type
within every entry.

- SOURCE Schema/s

o Import Queue: This table is used as an import queue for all new external
data.

o Attachment Table: Gather metadata of attachments from ServiceNow
instances.

10
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- VAULT Schema (Post VAULT Creation)

o Satellite Tables: enhanced records on an instance, table basis (separate
tables for each independent ServiceNow table)

o Hub Tables: combined metadata on a table domain basis enhanced for
better triage and queries (separate tables for each ServiceNow table
domain i.e., incident/problem/etc.)

o Link Tables: data dependency tables that bridge tables on their
metadata (not supported for OmniVault V1, acts like reference field in
ServiceNow/ Foreign Keys in ERDs)

- OmniVault Application Roles

o Vault Admin: Full access to OmniVault in Snowflake. Recommendation for
Account Admins

o Vault Engineer: Access to staged data and automation components for
configuration and additional customization purposes

o Vault Analyst: Access to staged and procured data with the ability to
create data objects for enhanced presentation of processed data.

o Vault User: Access to processed data for consumption. Recommendation
for 39 party tools and stakeholders/public users inside your enterprise

Additional Tables and Features may be added in future releases.
Confirm your ServiceNow Instance is supported

Publicly available ServiceNow Instances are supported without any additional
assistance from the IPC OmniVault support team. If you are on a Secure Cloud, please
reach out to IPC's OmniVault support team to ensure proper governance while
connecting Instances.

Create an Application Registry for Snowflake inside ServiceNow (Optional)

If an OAuth 2.0 connection is desired, an Application Registry will be required inside of
the connecting ServiceNow instance.

For OAuth 2.0 authentication, you can download an XML file from the Prerequisites step
and import it intfo your ServiceNow instance. This file automatically creates an
Application Registry named “OmniVault”, which is used to establish the secure
connection between ServiceNow and OmniVault. Optionally, you can create your own
registry containing the provided redirect URL.
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Create an application registry in ServiceNow for OAuth2 authentication (optional)

To connect to the ServiceNow instance, the OmniVault must authenticate to the instance as a ServiceNow user. When creating a
new application registry, use the URL below for the redirect URL.

https://apps-api.cl.us-east-1.aws.app.snowflake.com/oauth/complete-secret

e [ ome ]

Read More from ServiceNow

&, OAuth Update Set

&, Basic Update Set

How to locate the XML file and import the file:

First, download the XML file by opening your OmniVault application in Showflake and
selecting “OAuth Update Set” — this will automatically start the download.

Next, navigate to your connected ServiceNow instance, open the “All” menu, and
search for “Retrieved Update Sets.” This is where you willimport the downloaded file.

servicenow | Al

Y retrieved U

FAVORITES
No Results
ALL RESULTS
~ System Update Sets
Retrieved Update Sets

Once you are on the Retrieved Update Sefts list view, right-click anywhere on the list
and select “Import XML."” Then, choose the OAuth XML file you downloaded from your
OmniVault application to complete the import process.
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servicenow Al : Retrieved L

= VW E Retrieved UpdateSets| Name v

All > Class = Retrieved Update Set > Application != Global > Nam

Name © = Applieats Cona
Sort(atoz)

Sort(zto a)

Group By Application

Launch Interactive Analysis

Launch Process Mining

Configure >
Import

Export >
Update Selected

Update All

Data Management >

Create Application Files
Import XML
Show XML

Import XML

Importing records from an XML file will not run Business Rules

Step 1: Choose file to upload

* XMLfile Choose File | No file chosen

Upload

If you do not desire to have an Application Registry and just want a basic connection,
you can use OmniVault’s Basic Connection XML file and follow the previous steps on
how to import an XML file.

Step 2: Upload the file

The following process is what you can do to create your own application registry:

Inside ServiceNow, use the “All" navigation to go to Application Registry.

SerVicen()w All  Favorites  Hist

Y Application Regis ® 9] b1

FAVORITES
No Results
ALL RESULTS

v System OAuth

Application Registry
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Click the New button and select Create an OAuth APl endpoint for external clients from
the Interceptor.

= YV & Application Registries

Search ] & & | Actionsonselected rows... v m

fortext -

All > Type = OAuth Client..or. Type = OAuth Provider
O Name 9

UIUX_OAuth

OmniVault

Snowflake

Snowflake-Partner

Matillion Provider

What kind of OAuth application?

Create an OAuth API endpoint for external clients

Create an OAuth JWT API endpoint for external clients
Connect to a third party OAuth Provider

Configure an OIDC provider to verify ID tokens.
Connect to an OAuth Provider (simplified)

Fill out the form by entering a Name — we recommend using the format “OmniVault —
[Your Snowflake Account URL]" — along with the Redirect URL for your Snowflake
account (available in the Prerequisites dropdown on the Authentication Page). Include
any addifional details required by your ServiceNow Platform team to complete the
configuration.

OAuth client application details.
* MName: A unigue name.
* Client ID: Client ID automatically generated by ServiceNow OAuth server.
* Client Secret: Client secret for the ©Auth application. Leave it empty for auto-generation.
* Refresh Token Lifespan Time in seconds the Refresh Token will be valid.
* Access Token Lifespan: Time in seconds the Access Token will be valid.
* Redirect URL:The rediect URLs authorization server redirect to. They must be absolute URLs and they are comma separated.
s Enforce Token Restriction: Restricts the access token usage to the AP| ‘s defined in the REST API Access Policies. Unselecting this option would allow
access token usage across other REST API's. Learn more.

More Info
# Name | | Application  Global
* ClientID c¢le0c8f9b98a42 1f9dfc?b5c0dE9cc Accessible from | All application scopes V|
Client Secret | | Active
Leave Client Secret blank to % Refresh Token [ 8’540'00{,]
automatically generate a string Lifespan
Redirect URL * Access Token l 1,800 |
Lifespan ’
Logo URL Login URL
Public Client [ ]
Client Type | --None-- v|
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After submission, a Client ID and Client Secret will be provided to you.
These will be needed in a future section to build the Unidirectional Connection.

Creating a Snowflake Role in the ServiceNow Instance

OmniVault 2.0 includes a downloadable “Groups” update set that automatically
creates the necessary Group, Group Member (for a service account), and Group Role
records. If you choose to use this provided update set, follow the instructions below to
import the downloaded XML file into your ServiceNow instance.

The following process is what you can do to create your own OmniVault Role:

Create arole (recommended name snowflake_connector) and have it contain the
roles admin, personalize_dictionary, and personalize_decision_table_input. This allows
for more granular control over the level of access OmniVault will have in your
ServiceNow Instance as well as provide a repeatable way to grant that access.

Role
MNew record Save
Configure >
¥ Mame |snowflake connector Export
Create Favorite
Copy URL L
Description Copy sys_id
Reload form
Collection Contains Roles List
Q. admin snowflake_connector
--Mone-- - admin -
personalize_decision_table_input
personalize_dictionary
- w
hlamna  Aadeain
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Create a Snowflake Group in your ServiceNow Instance

Create a Snowflake group in the ServiceNow Instance
Create a group named snc-snowflake and grant the group the snowflake_connector role created in the last step.

Read More
Mark as done

&, Group Update Set

Create a group (recommended name snc-snowflake) and add the previously created
role to the group. This allows for easy sharing of access with other users or service
accounts and is optional. If you would like to have a OmniVault specific group with a
role and a service Account user already created, you can use the “Groups” Update set
provided in the OmniVault 2.0 Application and import it into your ServiceNow Instance.
Otherwise, the following steps to create a group are:

First you will type out in the All Navigation, “Group” and once you select it, you will be in
the list view of groups.

Y group ® )

ystem uerinimon
Search Groups

Text Index Groups

ystem Mailboxes

~ Administration

Email Account Groups

ystem Security

# Users and Groups
Users

Groups

Role Detail View

Next, you will need to click *new” and create your own group.

&} | Actions onselected rows... v ‘m
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The following is what you can name your group, you can also provide
a manager, Group Email, and other descriptions based on your organization’s needs.

_ Group = o
~  snc-snowflake ¢ @ = Update b
Name ‘ snc-snowflake ‘ Group email ‘ ‘ = ‘
Manager ‘ ‘ Q ‘ Parent ‘ ‘ Q ‘
Description

SN Utils] Versions (0)

Roles(1) | GroupMembers = Groups

= Y |Role ~ | Search @ & — | Actions onselected rows... V]
Group = snc-snowflake
[] @ Role Granted by Inherits
snowflake_connector (empty) true
1 tolof1l

Create a Snowflake Service Account in the ServiceNow Instance

Create a user account of type web services only in your ServiceNow Instance
(recommended name snowflake-api) and grant it the previously created group (or role
only if the group step was skipped). This is the internal ServiceNow user that will operate
the OmniVault connection. Any updates made by OmniVault will be made by this user
allowing for easier debugging and reporting.

If you would like to have a OmniVault specific Service Account with arole and have it
apart of a group already created, you can use the “Groups” Update set provided in
the OmniVault 2.0 Application and import it into your ServiceNow Instance. Otherwise,
follow this format in creating a Service Account user:

First you will navigate to the All and search “User”, once you have selected it you will be

presented the User list view.

Y user

‘ ‘ User

# User Administration
Time-Limited User Roles
Users
Groups

Roles
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Once you have gone to user, you will select new and create a new user account.

61 | Actions on selected rows... V‘

The following information is an example of what you will type to create the user.

= grsl::vﬂake API Service Account & = - l Update H Set Password H Delete l
User ID lsnowﬂake—api l Ermail l ‘ = l
First name lSnowfIake API l Identity type l Human VI
Last name lServiceAccount l Language l -- None -- VI
Title l l Calendar l Outlook VI
integration

Department l ‘ O‘l Time zone l System (America/Los_Angeles) VI
Password needs [ ] Date format | System (yyyy-MM-dd) vl
Locked out [ Business phone l l
Active Mobile phone l l

Internal ] Photo Click to add...

Integration User

Now grant the User you just created to the previously created group (or role only if the
group step was skipped). This is the internal ServiceNow user that will operate the
OmniVault connection. Any updates made by OmniVault will be made by this user
allowing for easier debugging and reporting.

_  Group = o=
~  snc-snowflake é = Update L

Name Isnc-snowﬂake I Group email [ | = ]
Manager [ | Q I Parent [ | Q. ]
Description

Roles (1) | Group Members (1) | Groups

= VvV & [User . | Search @  — | Actions on selected rows... VImm

Group = snc-snowflake
[ @ User
Snowflake API Service Account

1tolofl

Add the ServiceNow admins to the Group (Optional)
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If additional users will need access to OmniVault and the group was
created, add them to the group at this time. This is optional beyond the optionality of
having a group.

ACL Setup as Security Administrator

Create a new ACL on the Tables table (sys_db_object) with the following specifications:
Type: record, Operation: read, Name: Table[sys_db_object] and Requires Role: (the
name of the role created previously ex. snowflake_connector). This will ensure that
OmniVault can collect Table Metadata information from ServiceNow.

Reminder: To create an ACL you will have to elevate your role to security_admin in
ServiceNow.

_ Access Control = e
= Newrecord ¢ @ = m

Varning: Arole, security attribute, data condition, script or ACL control via reference fields is required to properly secure access with this ACL. X ‘
[* Type [ record ~ Application  Global
{< Operation [ read v Active

Decision Type [ Allow If v] Advanced D

Admin overrides

Protection policy --None -

—

fe
>k Name » lTabIe[sys,db,object]

v ] [**None—— - ]
Description [2] </>
Applies To No. of records matching the condition: 5968
AddFilter Condition || Add OR Clause
-- choose field - v | —oper— --value -
ditions v

2ss Control Rules have two decision types, and these types will behave differently depending on conditions.
1. Allow Access: Allows access to a resource if all conditions are met. Additional ACLs may grant access to records where this ACL has not granted access.
2. Deny Access: Denies access to aresource unless all conditions are met. Additional ACLs may not grant access to records where this ACL has denied access.

¢ Info
Jires role @ & —
Role
| snowflake_connector
Insert a new row...

Additional Optional Setup Steps

- Users can add an Image to the Application Registry record created for
OmniVault to allow for a more complete registry record. Our recommended
Image is the OmniVault Logo which can be acquired by reaching out to IPC’s
OmniVault Support team.
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- Out-of-the-box the OmniVault for ServiceNow plug-in is only
accessible to System Administrators. If desired, you can allow access to the
OmniVault module to other users.

Connect to OmniVault with a Unidirectional Connection to ServiceNow

After users complete the Prerequisites, they can fill out the rest of the Authentication
Page. The Authentication Page is where OmniVault creates and stores the connection
objects that enable its unidirectional integrations with ServiceNow. These connections
form the foundation for securely retrieving and managing data from your ServiceNow
instance. Before filling out the information, please ensure that your role is
‘ACCOUNTADMIN'.

ﬁ OMNIVAULT. Servicenow.

Authentication
To connect to your data source, select your preferred authentication method and enter the required credentials.
Please that you the p steps. There is a dropdown below to guide you through the setup. Acknowledge Prerequisites
> See Prerequisites
ServiceNow Instance Instance URL ©
Your URL must look like htfps:/exampleinstance.service-now.com hitps //examplelnstance service-now.com
Instance Name (Optional: If blank, the Instance Domain is used as the name) ®
EXAMPLEINSTANCE
Authentication Type Warehouse
© Basic Authentication O New Select Existing

Enter your ServiceNow account username and password,
OAuth2 New Warehouse ®

OAuth? requires configuring an application registry in ServiceNow.

@ Go Home

On this page, users connect their ServiceNow instances to OmniVault for the first fime.
They can choose between Basic Authentication or OAuth 2.0 using the selection
bubbles, then enter the URL of their ServiceNow instance (see example below).

https://mydomain.service-now.com

Next, users will select a Warehouse option. They can either create a new warehouse for
OmniVault or select an existing one. If an existing warehouse is chosen, users must
ensure that it is accessible to the SYSADMIN role and execute the grant statement
provided on-screen to allow OmniVault access to the warehouse.

GRANT USAGE ON WAREHOUSE MY_WH TO APPLICATION “MY_OMNIVAULT”

Be sure to replace MY_WH with the name of the selected Warehouse and
MY_OMNIVAULT with the name given to OMNIVAULT on download from Snowflake
Marketplace.
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Authentication
To connect to your data source, select your preferred authentication method and enter the required credentials.
Please that you the steps. There is a dropdown below to guide you through the setup. Acknowledge Prerequisites
> See Prerequisites
ServiceNow Instance Instance URL. @
Your URL must look like https://exampleinstance.service-now.com https://dev283710 service-now.com
®

Instance Name (Optional: If blank, the Instance Domain is used as the name)

EXAMPLEINSTANCE

Authentication Type Warehouse

© Basic Authentication © New () Select Existing
Enter your ServiceNow account usemame and password
OAuth2 New Warehouse ®
OAuth2 requires configuring an application registry in ServiceNow OMNIVAULT WH

® Go Home

After selecting your Warehouse, the Connect button will become active. Click Connect
to begin authenticating your ServiceNow instance. A few popups will appear to guide
you through the connection process.

- You will first be prompted to review the external access integration, as shown
below:

5P

Review external access integrations
This app requests approval for access to external network locations

Connection to an external API for source e
EXAMPLEINSTANCE

Access an API that exists outside Snowflake

dev28371@.service-now.com

- Next, you will be asked to provide your authentication details:
o For Basic Authentication, enter the username and password of the
previously created Service Account.
o For OAuth 2.0, provide your Client ID and Client Secret, which can be
found in the Application Registry within your ServiceNow instance.
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Fill out credentials X

Enter your username

Enter your password

©
® Cancel Confirm
7
Fill out credentials x
Enter your username
Enter your password
©
Enter your client id
Enter your secret
©
® Cancel Confirm

- After submitting your credentials, OmniVault will automatically verify the
connection and generate the required configuration objects. If verification
succeeds, you will be redirected to the Home Page. If it fails, a validation error
will appear, prompting you to review and re-enter your source information
before trying again.

After successfully connecting OmniVault to ServiceNow Unidirectionally, users will
discover some additional Database Artifacts in their OmniVault Application. The Image
below shows what these Artifacts look like in the case of connecting to a ServiceNow
Instance found at the following URL: https://exampleinstance.service-now.com
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Tables
] ATTACHMENTS
7 IMPORT_QUEUE

Stages
(%, ATTACHMENT_STG

Streams
% IMPORT_QUEUE_STRM

Tasks
o* QUEUE_LOG

Functions
fx GET_COLUMN_DICTIONARY(VAR...
Fx GET_TABLE(VARCHAR)

v Procedures

< ALTER_IMPORT_QUEUE()
<5 COLLECT_ATTACHMENTS(VARC...
<, CREATE_ATTACHMENT_FILES()

<, SEND_TABLE(VARCHAR)

Connect to OmniVault with a Bidirectional Connection to ServiceNow

To establish a Bidirectional Connection with OmniVault, the corresponding ServiceNow
instance must have the OmniVault for ServiceNow Plugin installed from the ServiceNow
Marketplace.

By default, OmniVault's Bidirectional processes are executed by the SYSADMIN role. If
the OmniVault application in Snowflake is not currently accessible to SYSADMIN, the first
step is fo grant the SYSADMIN role the Vault Admin application role. This ensures
SYSADMIN can manage and execute all Bidirectional operations between Snowflake
and ServiceNow. Additionally, ensure the current user’s default Snowflake role is
SYSADMIN fo ensure proper connection in future steps.
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2 Account roles with access

ACCOUNT ROLE APP ROLE
ACCOUNTADMIN Owner
SYSADMIN OV_ADMIN

Add
DESCRIPTION
Full privilege user
Admin privilages for the Om... W

Click on the + Provider button on the Data Sources tab and select your desired

ServiceNow Instance.

ﬁ OMNIVAULT.

Home

Welcome! Navigate using the tabs below.

Sources Tables

Connected Data Sources

Last Updated: 04:50 PM PDT

(3» DemoMart

% Rebuild Vault

+ Provider + Add <]

Some code will display below, copy and run the code in a Snowflake worksheet. The

output will contain a URL, client ID, and client secret.
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Provider Integration Code X
Mote: The SYSADMIN role must be granted the OV_ADMIN application role to enable bi-
directional back to Snowflake.
Pick a source
[ DEV| v }
!'! Please run in o separate worksheet with the following instructions:
!'! Be sure thot your selected DEFAULT role is ollowed to reguest occess to o
L) connections, Llike SYSADMIN by defoult.
! Be sure thot your selected CURRENT role is ollowed to creote integrotions
) ACCOUNTADMIN by defoult.
1 After running, the top link colled "OMNIVAULT_OAUTH_URL"™ should toke you
1} snowfloke poge to sign in and ollow the provider to connect. Then, 1
L) take you to your source's instonce where, if you have the OmnilVoult
14 installed, it will prompt vou to enter the client ID and client Secr
) in this resulting toble os well.
BEGIM
let =gl STRIMG := (select operation.provider_int_sql(
Name of the doto source as it appears in OPERATION. SOURCE_METADATA
'DEV'",
"https://dev27849]1 . .service-now.com' ,
"MOMNIVAULT""
13
let integration_desc RESULTSET := (execute immediate :sql);
RETURN TABLE(integration_desc);
EMD ;
Cancel
Table  Chart Q [y 3rows() 82s mmmm
ollo ﬂ property H ﬁ property_value

[ OMNIVAULT_OAUTH_URL ]

2 OAUTH_CLIENT_ID

3 OAUTH_CLIENT_SECRET
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IMPORTANT: Before contfinuing, ensure that the current user’s default
role is SYSADMIN. In your ServiceNow instance, please ensure you are in the OmniVault
application scope.

Click on the link in the results once you run the code which will open a new tab and ask
the user to login to Snowflake.

(3
G

&

\{

A
TA

Sign in to Snowflake to
continue to DEV_SI_PROVIDER

Username
Password

Signin
H#:E Frangais

We process your personal information according to our
Privacy Notice

Once logged in, the page will prompt the user to allow access for OmniVault.

INSTANCE296257_SI_PROVIDER would
like access to your Snowflake Account

This will allow the application to:

o Access SBB56258 using role SYSADMIN
and secondary roles: ALL

o Access your data in Snowflake

o Run offline processes on your behalf

Cancel

Then the user will be redirected to a ServiceNow page requesting the client ID and
client secret.
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Enter in your Client ID and Client Secret and then select Build Connection.

Connection Status: £ Setup Required

Connection Details v
These properties are automatically filled by Snowflake. To edit, navigate to OmniVault Properties.

Snowflake Account URL:

OmniVauilt Application Name: OMNIVAULT__INTERNAL
ServiceNow Schema Name: PDI_
Leveraged Warehouse: COMPUTE_WH

Enter Client ID:  1ype here..

Enter Client Secret:  Type here..

I Build Connection

Once your connection is built you will then be directed to your Connection Status page
confirming that you are connected bidriectionally.

Connection Status:

Connection Details v

These properties are automatically filled by Snowflake. To edit, navigate to OmniVault Properties.

Snowflake Account URL:
OmniVault Application Name: OMNIVAULT__INTERNAL
ServiceNow Schema Name: PDI_
Leveraged Warehouse: COMPUTE_WH
J
Selecting Initial Data
With connections established, OmniVault can load ServiceNow data in several ways:
e Stafic: A one-fime data load.
e Scheduled: Data loads that occur at predefined intervals.
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e Real-Time: Immediate data synchronization (not supported for
Unidirectional Connections).

Depending on the type of connection, OmniVault requires specific instructions on
which tables to load.

When a table is loaded, OmniVault automatically retrieves both the table’s metadata
and the metadata of any superclass or parent tables. If you are loading tables
manually, you must explicitly declare any required superclass or parent tables as part of
the process.

1 CALL OPERATION.ADD_SOURCE_TABLE('DEV','cmdb','Parent]'];
2 CALL OPERATION.ADD_SOURCE_TABLE('DEW','cmdb_cil', 'Static');

The available table types in OmniVault are as follows:

e Parent: Metadata only; no data is loaded info OmniVault.

e Static: Manual, full data load performed on demand.

e Scheduled: Periodic, full data load executed at defined intervals.

e Real-Time: Immediate, incremental data load (not supported for Unidirectional
Connections).

During the initial setup, all tables are fully loaded regardless of type, except for Parent
tables, which only have their metadata captured and stored in OmniVault.

If your ServiceNow instance is connected Bidirectionally, tables can be initialized by
completing the OmniVault properties field with a comma-separated list of table names
(without spaces), as shown in the example below.

snfk_static_tables: Stores the table names sent to OmniVault for Static loading (ex cmn_location,cmdb) @)

cmn_location,cmdb ]

snfk_scheduled_tables: Stores the table names sent to OmniVault for Scheduled imports (ex sys_user,cmdb_ci) &

sys_user,crdb_ci ]

snfk_real_time_tables: Stores the table names sent to OmniVault for Real Time imports (ex incident,problem) (3

[ incident,prob Iem| ]

To check on the progress of loading tables, refer to the TABLE_METADATA table in
OmniVault's OPERATION schema. A Status of Pending means that the table is scheduled
for initial loading, a value of Loading means the table is in progress of completing its
initial load, a value of Completed means the table is fully loaded, and a value of Failed
means an error occurred and the table should be removed and reloaded.
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A TABLE_METADATAID A NAME A TYPE (7 LAST_UPDATE (7 CREATED.ON A DATA_SOURGE A sTATUS
772551096 4556300576745  change_request Static 2025-10-28 13:38:26.996 -0700 2025-10-28 13:38:26.996 -0700 DEV Pending
3dadS 4070 93d497e55  problem Static 2025-10-28 13:38:24.792 -0700 2025-10-26 13:38:24.792 -0700 DEV Pending
87bt: 4 534 74868132707 task Parent 2025-10-17 08:53:35.741 -0700 2025-10-17 08:53:35.741 -0700 INSTANCE T Completed

Additionally, all bulk loads can be tracked through the IMPORT_LOG. The number of
inserts is updated after the load is complete, not while the data is still loading.

SELECT * FROM OPERATION.IMPORT_LOG;

In the case of Incremental loading of Real-Time tables, there is a QUEUE_LOG task found
in each Source Schema so you will need resume/manually execute to add a log for
that time period (from last called to how) to the IMPORT_LOG table.

5 OMNIVAULT /DEV | QUEUE_LOG

o® Root Task B OMNIVAULT (D 1 week ago (@ Serverless (1) Suspended

Task Details  Graph Run History

— a * COMPUTE_WH B

«* QUEUE_LOG
OMNIVAULT .DEV

(& ) Suspended

All data loaded into OmniVault for a Data Source are first added to the IMPORT_QUEUE
table in each Source Schema prior to being processed further to their respective core
tables. Bulk loaded records with have a BATCH_ID and real time records will not. The
IMPORT_QUEUE table enables ETL in Snowflake without relying on ServiceNow to perform
any data transformations.

4 QuUEUEID {7} PAYLOAD A IMPORT_RESOURCE (3 RECIEVED_TIMESTAMP A STATUS (73 LOADED_TIMESTAMP 44 BATCHID
101 { “active™s "false”, "activity_due™: "2016-12-13 01:26:36", “additional_ incident 2025-10-17 08:06:58.651 -0700 Processing 1760713615910
102 { "active™ "false”, "activity_due™ ™", "additional_assignee_list **, "aj incident 2025-10-17 08:06:59.651 0700 Processing 1780713615910
103 ( “active® “faise®, “activity due®: , “additional_assignee list": ', “ay incident 2025-10-17 08:06:59.651 -0700 Processing 1760713615910

104 { "active™ "false”, "activity_due™ *, “additional_assignee_list™ ™", "a; incident 2025-10-17 08:06:59 651 -0700 Processing 1760713615810

105 { "active”: "false”, "activitydue”: , "additional_sssignee_list™ ™, "af incident 2025-10-17 08:06:59.651 -0700 Processing 1760713615910

More details on how to control subsequent Manual, Scheduled, and Incremental loads
will be covered in the Using OmniVault section.
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Building your Vault

One of the key advantages of using OmniVault is the VAULT schema. This schema
consolidates and enriches all acquired data into a unified format, enabling more
efficient, consistent, and enterprise-wide analytical queries.

One of the key benefits of OmniVault is the VAULT schema. It consolidates and
standardizes all collected data into a Unified Format, making it easier and more
dependable to run analytical queries across the entire enterprise.

8 OMNIVAULT / VAULT / HUB_INCIDENT

&5 Dynamic Table B oMNIvAULT (O 13 hoursago = BEK (@ COMPUTE_WH C Incremental

Table Details  Columns  Data Preview Graph  Refresh History Data Quality PREVIEW

- o @ B * COMPUTE_WH O

£ SAT_INCIDENT_INSTANCE...

B INCIDENT OMNIVAULT VAULT
OMMIVAULT.INSTANCE_11

@ Target lag Th ST  HUB_INCIDENT
OHNIVAULT WAULT

F SAT_INCIDENT_DEV (D Target lag 1h Succeeded
B INCIDENT OMNIVAULT . VAULT
OMNIVAULT.DEV
(© Target lag 1h Succeeded

The VAULT is created automatically for users once a day, but can also be re-generated
on-demand via the following script:

EXECUTE TASK VAULT.VAULT_UPDATE;

Or the following button found on OmniVault’'s Home Page. The Home Page also
contains insights on the SOURCE_METADATA table found in OPERTAIONS.

e OMNIVAULT.

B Demobart

Home

Weicome! Navigate using the tabs below.

Tatwes

Connected Data Sources

= Proveser Agg -]
INSTANCE 12 2025-90-15 20 14 2107 00 COMPUTE_WH
ARTIFACTS rdata aatabases OMMIVALLT _ARTIFAC TS/Achemas INFORMATION_SCHENM 2025-10-15 1316 47-07 00 COMPUTE_WH
hiips. (0ewl51556 servce-now com 2025-10-15 2019 27.0T 00 COMPUTE _WH

= Authentcate « Verify
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OmniVault's VAULT schema leverages similar terminology to Data Vault 2.0 and
contains the following table types.

- Satellite Table (SAT): Stores descriptive attributes for Hubs or Links

- Hub Table (HUB): Stores unique business keys (identifiers) for a specific business
concept

- Link Table (LNK): Captures relationships between Hubs.

These tables are generated automatically (with the exception of Link tables, which are
not currently supported) and are continuously updated based on new data available
in their related Source Schemas.

SIS ) ===
seg & | | see ou
HUB LINK ‘ HUB SATELLITE

SATELLITE [%1[?1_; ‘ /6\ ?

LINK SATELLITE

EJEE] [T HE

SATELLITE SATELLITE SATELLITE HUB SATELLITE

The VAULT is also fracked via a log for monitoring how your Vault has changed
throughout its lifecycle. To view the log, navigate to the VAULT_LOG found in the
OPERATION schema or run the below SQL statement.

240 SELECT * FROM OPERATION.WVAULT_LOG;

For any guidance on constructing VAULT queries, please reach out to [IPC's OmniVault
support team.

Using OmniVault
This section covers the maintenance and routine use of OmniVault. It does not cover
setup or Connection maintenance as those are covered in the previous section.

Using Snowflake to Add Internal Tables
Before adding internal tables, you must grant the necessary USAGE privileges to the
application. These privileges must be applied at all three levels:
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e Database — Grant usage on the database containing your
tables.
e Schema - Grant usage on the schema within that database
o Table(s) - Grant usage on each table you want to make available.

Without these grants, OmniVault will not be able to detect or access your internal
tables.

Under the Sources tab, click + Add, then choose Snowflake - Internal from the list of
connection types. This option allows you to connect and register internal tables from
within your Snowflake environment.

Select Data Source Type X

Source Types

| Snowflake - Internal v ‘

Choose the database and schema that contains the table you want to add.

Internal Data Source X

® Can't find your database? Grant the application usage privileges on your preferred database
to make it visible here.

Step 1: Select a Database

OMNIVAULT_ARTIFACTS v |

32

© 2024 IntegrityPro Consulting, LLC All rights reserved. IntegrityPro, the IntegrityPro logo, and other IntegrityPro marks are frademarks and/or registered trademarks
of IntegrityPro Consulting, LLC company in the United States and/or other countries. Other company and product names may be trademarks of the respective
companies with which they are associated.

zA
o O

LLc



47

INTEGRIT

C 0ON S U L

7
-

Internal Data Source X

© Can't find your schema? Grant the application usage privileges on your preferred schema to
make it visible here.

Step 2. Select a Schema

PUBLIC v

Choose the table that you want to add to OmniVault.

Internal Data Source X

® Can't find your table(s)? Grant the application usage privileges on your preferred table(s) to
make it visible here.

Step 3: Select a Table

| AMAZON| v |

If this is your first time adding a table from this source, you will be asked to enter a
Source Name. This name is saved in the SOURCE_METADATA table for future reference.

Internal Data Source X

Choose a Source Name @

SOURCE_NAME
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After selecting your table, you will be prompted to choose a Primary Key, Timestamp
Key, and Warehouse.

Primary Key

Choose an option v

Timestamp Key

Choose an option v

Warehouse

() New @ Select Existing

Choose your warehouse

COMPUTE_WH v

When choosing an existing warehouse you must grant the warehouse usage to the application
if you have not done so.

GRANT USAGE ON WAREHOUSE COMPUTE_WH TO APPLICATION "OMNIVAULT";

Using Snowflake to Add ServiceNow Tables
To add ServiceNow tables, navigate to the Tables tab on the homepage and click the
+ Add button.

Sources Tables

Table Directory

+ Add <}

Last Updated: 02:36 PM PDT

You will be prompted to select a connected source from which to retrieve tables.
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Select Data Source X

Choose your source

INSTANCE_2 v

Once the tables are fetched from your chosen source, you can select one or more
tables to add to OmniVault

Select Your Tables X

Tables

sys_user x f sys user_group x o v

Using a Bidirectionally Connected ServiceNow Instance to Add Tables

If your ServiceNow instance is connected Bidirectionally, tables can be initialized by
completing the OmniVault properties field with a comma-separated list of table names
(without spaces), in the ServiceNow instance as shown in the example below.

snflc_static_tables: Stores the table names sent to OmniVault for Static loading (ex cmn_location,cmdb) @

[ cmn_location,cmdb ]

snflk_scheduled_tables: Stores the table names sent to OmniVault for Scheduled imports (ex sys_user,cmdb_ci) @

sys_user,cmdb_ci ]

snfk_real_time_tables: Stores the table names sent to OmniVault for Real Time imports (ex incident,problem) (3

[ incident,prob Iem| ]

To check on the progress of loading tables, refer to the TABLE_METADATA table in
OmniVault's OPERATION schema. A Status of Pending means that the table is scheduled
for initial loading, a value of Loading means the table is in progress of completing its
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initial load, a value of Completed means the table is fully loaded, and
a value of Failed means an error occurred and the table should be removed and
reloaded.

A TABLE_METADATAID A NAME A TYPE (3 LAST_UPDATE (3 CREATED.ON A DATA_SOURCE A STATUS
772551096 455¢ad0c57e745  change_request Static 2025-10-28 13:38:26,996 -0700 2025-10-28 13:38:26.996 -0700 DEV Pending
3dad5 4470 39497¢55  problem Static 2025-10-2613:36:24.792 0700 2025-10-26 13:38:24.792 -0700 DEV Pending

132707 task Parent 2025-10-17 08:53:35.741 -0700 2025-10-17 08:53:35.741 -0700 INSTANCE 11 Complated

Modifying a Table’s Type

To modify a table’s type, locate the Type column in the table list and click the current
value. Choose your desired table type from the dropdown, then select Apply to save
your update.

Note: The Apply button will remain disabled untfil at least one modification has been
made.

Table Directory

+ Add [&]
Last Updated: 02:10 PM PDT
@ & Qo
NAME = TYPE DATA_SOURCE LAST_UPDATE_AGO =, SCHEDULE = REMOVE_TABLE
change_request Real Time DEV311248 € days ago None O
incident DEV186899 4 days ago None O
incident N DEV188086 4 days ago None @]
incident DEV192886 4 days ago None @)
incident Scheduled DEV222908 4 days ago None @]
incident Static DEV228170 4 days ago None 0
incident Static DEV230699 4 days ago None @]
incident Static DEV251556 4 days ago None O
incident Static DEV278491 4 days ago None @]
incident Static DEV280631 4 days ago None O

I

Apply

You will be prompted with a confirmation popup to verify that you want to proceed
with the change.

Are you sure you want to change the rows below? X

NAME DATA_SOURCE TYPE_ORIG TYPE SCHEDULE_ORIG SCHEDULE remove_table

incident DEV186899 Static Real Time [None Mone
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Modifying a Scheduled Table

The default schedule is On the First of Every Month, but users can adjust this directly
through the Ul. Only tables configured as the Scheduled table type can have their
schedule modified. The Schedule column is interactive — double-click any cell to open
the selection menu and choose your preferred schedule from the available opftions.

NAME  TYPE DATA_SOURCE AST_UPDATE_AGO % SCHEDULE » REMOVE_TABLE

incident Static INSTANCE_2 4 days ago
incident Static INSTANCE_3 4 days ago
incigent Static INSTANCE_4 4 days ago
incident Static VEN03505 4 days ago

problem Scheduled DEV311248 6 days ago 1st of the month every month O

)
)
)
)
)
problem Static INSTANCE_1 5 days ago )
problem Static INSTANCE_12 1 day ago 1t and 15 of the month every )
sys_user Real Time DEV311248 6 days ago menth O
15t of the monih every month -
task Parent DEV311248 6 days ago )
Every 30 minutes
task Parent INSTANCE_1 5 days ago O
Every Monday, and =)

Friday

Every day Apply

It may become necessary to load a Scheduled Table on-demand to reflect an out-of-
sync data change. This is possible via the following script where users should replace
<PDI_SCHEMA> with the schema name for the respective ServiceNow Instance that the
table resides in and PROBLEM with the respective table name that they wish to load.

1 EXECUTE TASK DEV.PROBLEM_IMPORT);

On-demand scheduled data loads are reflected in the SCHEDULED _IMPORT_LOG css if
they occurred on the table’s scheduled load and they do not cancel the next
scheduled load for the table.

There may be instances where temporarily pausing Scheduled Imports is necessary. In
order to temporarily pause the loading of Scheduled Tables, run the below code for
each table that you desire to pause.

1 ALTER TASK DEV.PROBLEM_IMPORT SUSPEND;|
When it comes time to resume a Scheduled Table, simply run the code below for each
table you wish to resume.

1 ALTER TASK DEV.PROBLEM_IMPORT RESUME;

These two commands function as a light switch for the Snowflake Task that operates
each table’s schedule.

Modifying a Real-Time Table
Before Real-Time updates can occur, a ServiceNow admin will need to create a
Business Rule on the Table where Real-Time updates should occur. This Business Rule
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needs to be Asynchronous and run on Insert and Update. The following
shows what script needs to be added to the Business rule.

Scriptls) <> Turn on ECMAScript 2021 (ES12) mode @

JER al~[~[#]o] %]

function executeRule(current, previous /*null when async*/
P y

1
2
3 // Add your code here

4 new x_ipnll snflkdv.omnivaultutils().updateSnowflake(current);
5

5]

P (current, previous);

After creating the above business rule for each Real-Time table in your ServiceNow
Instance, you will be able to locate a log of all data sent to OmniVault via Real-Time
technology by going to the IMPORT_LOG for the given schema that relates to the
ServiceNow Instance those changes originated from, in the below example you would
replace <PDI_SCHEMA> with that respective schema.

6 SELECT * FROM <PDI_SCHEMA>.IMPORT_LOG;

Real-Time updates go through a pipeline process and can take up to two minutes to
appear in all locations inside OmniVault, however the capture of the update in the
import log will occur immediately after the update has occurred in ServiceNow.

If it becomes necessary to suspend the import of Real-Time data, users are presented
with the option to suspend their Real Time Tables from inside ServiceNow, while
scheduled tables are suspended inside Snowflake. A potential debugging research
ltem could be suspending all real time tables for a data source through invalid
connections within snowflake. Below is how you can suspend a Real Time Table in
ServiceNow:

- Deactivate the Business Rule: Inside ServiceNow deactivate the Business Rule
related to the table you wish to suspend. This will stop the collection of Real-Time
updates. Any changes made to the table’s records while the Business Rule is
deactivated will NOT be retrievable so only do this if the loss of updates is not a
concern.
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A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to
automatically change values in form fields when the specified conditions are met. More Info

Mame lUpdateOmniVauIt—Incident l Application OmniVault
Table llncident [incident] A l Active [ ]
Priority [ 100] Advanced

If it becomes necessary to remove (or adjust) a Real-Time Table, follow these steps.

- Remove the table from OmniVault's Properties: by removing the table from
OmniVault's Properties users will ensure that it will not re-appear without notice.

snfk_real_time_tables: Stores the table names sent to OmniVault for Real Time imports (ex incident,problem) @

- Deactivate/Delete the Business Rule: The Business Rule controls Real-Time
updates for the related table and should be deactivated or deleted in case of
removing/adjusting type for a Real-Time Table.

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to
automatically change values in form fields when the specified conditions are met. More Info

Mame lUpdateOmniVauIt—Incident l Application OmniVault
Table llncident [incident] A l Active [ ]
Priority [ 100] Advanced

- DROP the related tables in Snowflake: the previous steps will cease collection of
new changes for the table but not remove any previous imports. If it is necessary
to remove previously acquired data then DROP all tables (except for HUB tables,
they willremove the data on next refresh) related to the Real-Time table being

removed.
1 DROP TABLE DEV.INCIDENT;
7 DROP DYNAMIC TABLE DEV.DIM_INCIDENT;
3 DROP DYNAMIC TABLE VAULT.SAT_INCIDENT_DEV;|
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Lastly, if the user desires to retain the Real-Time table but change its type to Static or
Scheduled, the below section will cover how to make the final adjustment needed.
And if instead they chose to remove the table entirely, the below section will also
provide details on the removal of the Real-Time table’s entry in the TABLE_METADATA
table.

Removing a Table

It may also become necessary to remove tables from OmniVault as business progresses.
The instructions below will remove a table fromm OmniVault’'s TABLE_METADATA table but
not remove the previously imported data. To remove previously imported data, users
should use Snowflake's Ul or SQL queries to DROP the related tables. Note do not drop
the HUB table as it is also used by other data sources. Hub tables will reflect the change
after the other tables have been dropped.

Removing a table is quick and easy through the Ul. In the Tables tab, locate the
Remove Table column and check the boxes next to the tables you wish to remove.
Once your selections are made, click Apply and confirm the removal in the popup
dialog.

Sources Tables
Table Directory <
+ Add ¢
Last Updated: 05:05 PM PDT
( NAME = TYPE DATA_SOURCE LAST_UPDATE_AGO =, SCHEDULE =, REMOVE_TABLE
change_request  Real Time 6 days ago None
incident Static 4 days ago None
incident Static 4 days ago None O
incident Static 4 days ago None O
incident Static 4 days ago None O
incident Static 4 days ago None O
incident Static 4 days ago None O
incident Static 4 days ago None O
incident Static 4 days ago None O
incident Static 4 days ago None
Apply
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Are you sure you want to change the rows below? X
NAME DATA SOURCE TYPE ORIG TYPE SCHEDULE ORIG SCHEDULE @ remove
change_request Real Time Real Time None None
incident Static Static MNone None

When adjusting or removing a table be sure to keep in mind its original type as there
may be some remaining artifacts/log entries based on its original type.

Rebuilding your Vault On-Demand

The VAULT schema collates and enhances all acquired data into the Unified Format
making analytical queries that span the Enterprise simpler and more robust. The VAULT is
created automatically for users once a day but can also be re-generated on-demand
via the following script.

Or the following button found on OmniVault’s Home Page using the Rebuild Vault
button.

e OMNIVAULT.

Home 5 Do

Weicome! Navigate using the tabs below.

Tabies

Connected Data Sources

= Proveder « Asd e
INSTANCE 12 0259018 20 14 2107 00 COMPUTE _WH
ARTIFACTS Migatadatabanes OMMNVALLT ARTIFACTSachemasNFORLATION SCHEN 2025-10-15 13 16 4707 00 COMPUTE _WH
heips. /At S 1 556 Servace-now COM 202519015 20 192707 00 COMPUTE _WH

= Aushentcate - Verly
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Data in the VAULT is maintained via Dynamic Tables ensuring that new/updated data is
always available to users without the need for additional workflows/pipelines.

Sending Data out of OmniVault (Migration and Transformation)

OmniVault assists users with mass data transformations/updates and instance to
instance data migration through use of its Send Table functionality. Alternatively, 3
party tools like ServiceNow's Workflow Data Fabric can be leveraged with OmniVault to
provide similar functionality as desired.

Performing Data Transformation

OmniVault is able to send updated table data back to the originating table via the
Send Table functionality. In order to update table data, OmniVault leverages all Out-of-
the-Box functions and transformations provided by Snowflake and can also be used
with 314 party ETL tools.

o c eSS
%) = -
ORIGINAL DATA TRANSFORMED UPDATED DATA
(SERVICENOW) DATA (OMNIVAULT) (SERVICENOW)

When conducting a Data Transformation using OmniVault's Send Table functionality,
use the below SQL statement replacing <PDI_SCHEMA> with the schema name relating
to the ServiceNow Instance you wish to fransform and replace incident with the name
of the table you transformed and wish to update.

249 CALL =PDI_SCHEMA=. SEND_TABLE('=PDI_SCHEMA=.incident'];

A 403-error message may result; this means that the data being sent to ServiceNow
does not meet the configured data criteria for the respective table in that ServiceNow
Instance. This may be due to a Business Rule or Data Policy and should result in actions
taken by the user either to update the data to align with those standards or have a
ServiceNow User adjust those standards to match the data.

Performing Data Migration

OmniVault is able to send new table data to a desired table via the Send Table
functionality. In order to obtain new table data, OmniVault leverages existing data
found in other OmniVault tables. These tables can be loaded from other ServiceNow.
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Instances or created from External Data imports (Files, Data Marketplace, Other
Enterprise Software). The resulting action is a Data Migration.

]
— e
H = o’
SOURCE DATA STORED / MIGRATED DATA
(SERVICENOW 1) REALIGNED DATA (SERVICENOW 2)
(OMNIVAULT)

When conducting a Data Migration using OmniVault’s Send Table functionality, use the
below SQL statement replacing <PDI_SCHEMA> with the schema name relating to the
ServiceNow Instance you wish to migrate data to,
INTEGRITYPROCONSULTINGLLCDEMO12 with the schema the new data resides in, and
incident with the name of the table that contains the new data.

i CALL =PDI_SCHEMA=_ SEND_TABLE('INTEGRITYPROCONSULTIMGLLCDEMO12. incident'];

A 403-error message may result; this means that the data being sent to ServiceNow
does not meet the configured data criteria for the respective table in that ServiceNow
Instance. This may be due to a Business Rule or Data Policy and should result in actions
taken by the user either to update the data to align with those standards or have a
ServiceNow User adjust those standards to match the data.

Understanding Log Tables

OmniVault provides users with several log tables that track usage and configuration
details for their OmniVault. The purpose of these tables ranges from showing the
structural evolution of OmniVault over time to capturing raw data.

Import Log

OmniVault's IMPORT_LOG table exists in the OPERATIONS schema and contains
information on every full-scale import of table data and (optionally) daily aggregations
of transactional imports of table data from every connected Data Source. If a data
source is disconnected/removed from OmniVault, this table will still maintain their logs.
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NAME TYPE DESCRIPTION
IMPORT_LOG_ID Varchar Unique ID for transaction
TABLE_NAME Varchar Name of resource loaded
LOADED_TIMESTAMP Timestamp  Start time of import
STATUS Varchar Import status
NUM_INSERT Number Count of inserted rows info resource
DATA_SOURCE Varchar Storage location of resource

Import Queue

OmniVault's IMPORT_QUEUE table stores data source specific record imports (the raw
data) and exists in its respective Source Schema. An installation of OmniVault can have
more than one IMPORT_QUEUE table depending on how many External Data Sources
are connected (or none if only Internal Data Sources are connected). In addition to the
IMPORT_QUEUE, there are two associated tasks, QUEUE_IMPORT and QUEUE_LOG,
which disperse table data to its respective table and aggregate and log transactional
imports daily respectively. The QUEUE_LOG task is suspended be default. By leveraging
the IMPORT_QUEUE and QUEUE_IMPORT task dependencies, users can establish a fully
Snowflake hosted ELT pipeline and/or an ETL pipeline with each table’s IMPORT task.

# QueveD {7} PAYLOAD A IMPORT_RESOURCE (T RECIEVED_TIMESTAMP A STATUS (3 LOADED_TIMESTAMP 4 BATCH_ID

20 { "active™. “false", “activity_due” "2016-12-13 01:26:36", "add incident 2025-10-23 11:07:28.427 -0700 Processing 1761242844265
202 { "active™: “false", "activity_due™ ", "additional_assignee_Jist". incident 2025-10-23 11:07:28.427 -0700 Processing 1761242844265
203 { “active™: false", “activity due™: ™, “additional_assignee list". incident 2025-10-23 11:07:28.427 -0700 Processing 1761242844265
204 { "active™: “false", “activity_due”. ™", “additional_assignee Jist". incident 2025-10-23 11:07:28.427 -0700 Processing 1761242844265
205 { "active: “false", "activity_due™ ", "additional_assignee_list". incident 2025-10-23 11:07:28.427 -0700 Processing 1761242844265

NAME TYPE DESCRIPTION

QUEUE_ID Varchar Unigque ID for transaction

PAYLOAD Variant Resource object body

IMPORT_RESOURCE Varchar Object destination

RECEIVED_TIMESTAMP Timestamp  Start time of import

STATUS Varchar Current lifecycle state of import

LOADED_TIMESTAMP Timestamp  Start time of dispersal

BATCH_ID Number Unique ID for batch import transaction

Vault Log

OmniVault's VAULT_LOG table exists in the OPERTATIONS schema and stores all
structural infformation of the Vault at fimestamps that correlate to either OmniVault
automatically or on-demand rebuilding the Vault.
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VAULT_LOG_ID

24b01f4938422560133a0ac935c1f922e936cf69d67b21bcd35040afc4(72e40
2 214e97afeal726009a87571237261910d007dd4836 3e1fe5bd64c16f 5629578

3 428ce7cBS!

198e64af L 2320

2322c

4 dcd6f72e27d4a16773304

5ad463fee37a27721

NAME

VAULT_LOG_ID
UPDATED_ON
UPDATED_BY
NUM_HUB
NUM_SAT
NUM_LNK

Schedule Definitions

TYPE

Varchar
Timestamp
Varchar
Number
Number
Number

INTEGRITYPROY
a
C ON S UL T I N Ba
UPDATEDON  UPDATED_BY NUM_HUB NUM_SAT NUM_LNK
2025-10-23T07:01:40.865+0000 ~ SYSTEM 4 4 ]
2025-10-23T18:13:48.718+0000  SYSTEM 4 &
2025-10-24T07:01:38196+0000  SYSTEM 4 6 0
2025-10-24T20:01:43.487+0000 ~ SYSTEM a4 10 ]

DESCRIPTION

Unigue ID for transaction

Start time of building process
User who initiated the build
Count of existing Hub Tables
Count of existing Satellite Tables
Count of existing Link Tables

OmniVault provides Ul assistance for setting a table’s import schedule. The provided
options are pulled from the SCHEDULE_DEFINITION table with is pre-populated with
some definitions. More can be added/removed or deactivated by Vault Admins and

Vault Engineers.

SCHEDULE_ID

A42d796770fc: 1
2 494cdbBAfGcc045F3f50336046771diec433490e26a23219310f19324ab17052
3 B632040870fc4c69b3aee19cece3466e589551c837c33c14d49%eee1630909a351
4 fle7cea28b8de1d3331ecbb6e9972026c1bB63833350fc85392e7fe10c10bb27
5 6bBe22d393d1b1066aBd0dBI40b25505de4aee7eee2e5adf4ech7ccb36a19799
NAME TYPE
SCHEDULE_ID Varchar
ACTIVE Boolean
TITLE Varchar
CRON_CODE Varchar

Information On Building CRON

Codes

ACTIVE TITLE CRON_CODE

TRUE 1st of the month every month
TRUE 1st and 15th of the month every month
TRUE Every 30 minutes
TRUE Every Monday, Wednesday, and Friday

TRUE Every day 00***

DESCRIPTION

Unique ID for schedule

Flag that controls visibility in the Ul

User friendly name for the schedule
CRON Code (without Time_zone) for the
schedule

CRON is a method of displaying time frequencies and can be found online. For ease of
use, the table below and description are also provided for helping decipher and

selecting new schedules.

CRON Schedule

USING CRONOQOO 1 **
America/Los_Angeles
USING CRON OO 1,15**UTC

USING CRON */30 * * * *
America/Los_Angeles

Description

The first of every month at 12:00am PST
(Default Schedule)

The 1st and 15" of every month at
12:00am UTC

Every 30 minutes
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USING CRONO 9 1 ** The first of every month at 2:00am PST
America/Los_Angeles
USING CRONO 14 **1,3,5 UTC At 2:00o0m UTC every Monday,

Wednesday, and Friday

The CRON Format is Minutes Hours (Day of Month) Month (Day of Week) (Time Zone), the
six slots are separated by a space and there are special characters allowed in all slots
except for the Time Zone slot (slot 6).

- *(Wildcard): used to signify any occurrence of slot (i.e., every day if in slot 3)

- L (Capital L): used to signify the last occurrence of a slot (i.e., the last Friday of
the month is 5L in slot 5)

- <m>/<n> (Start/Increment): indicates the nth instance of a unit of time starting at
the m unit(i.e. 0/10 in the minutes slot, slot 1, indicates every 10th minute starting
at minute 0)

-, (Comma): Acts as a list separator allowing for multiple entries for the same slot
(i.,e., 1,2,3,4,5 in slot 5 would mean every weekday, Monday-Friday)

Additional automation and data can be configured on top of these tables by Vault
Admins or Vault Engineers, but it is highly recommended users DO NOT edit these tables
in any fashion without input from |PC's OmniVault support team as it could heavily
impact the performance and validity of your OmniVault implementation.

Set Up Nofifications for OmniVault
1. Verify the current user's email (or specific user based on username)

-- VERIFY THE EMAIL OF THE USER WHO WISHES TO BE A RECIPIENT
SELECT SYSTEMSSTART_USER_EMAIL_VERIFICATION( CURRENT_USER() ):
-- SELECT SYSTEMSSTART_USER_EMAIL_VERIFICATION( '<USER_NAME>" );:

2. Generate the notification integration for the whole application with the verified
email address(es). For notifications of a specific schema, replace the value
'SOURCE_NAME' for variable "src" on line 2 in the code below with the name of
your Source Schema. For general notifications like OPERATIONS and VAULT
processes, leave this value as blank (") or type 'OMNIVAULT').

-- CREATE YOUR NOTIFICATION INTEGRATION ON THE ACCOUNT

BEGIN
LET src STRING := 'SOURCE_NAME'; --Empty or 'OMNIVAULT' for General notifications (OPERATION and VAULT)
LET email STRING := 'test@example.com';
LET sgl STRING := (SELECT operation.set_notification_int(:src, :email));
LET notif_int RESULTSET := (EXECUTE IMMEDIATE :sqgl);
RETURN table(notif_int);
END;
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3. Verify and track sent notifications.

-- EXPLORE YOUR CONFIGURATIONS
select * from operation.notification_configurations;

-- TRACK NOTIFICATIONS THAT HAVE OCCURED WITHIN OMNIVAULT
select * from operation.notification_log;

Whenever an email is sent from an OmniVault process, an entry will be added to the
OPERATION.NOTIFICATION_LOG table:

laé | SELECT * FROM OPERATION.NOTIFICATION_LOG;
~' Chart

A INTEGRATION_NAME A DATA_SOURCE ff'-‘; LOADED_TIMESTAMP A TYPE A DBJECT
OMMNIVAULT_NOTIFICATION_INT OMNIVAULT 2025-10-24 12:31:04.665 -070( SUCCESS Schema created
2 OMNIVAULT_NOTIFICATION_INT OMNIVAULT 2025-10-24 12:52:10.079 -070( SUCCESS Initialized tables
OMMNIVAULT_NOTIFICATIOM_INT OMNIVAULT 2025-10-24 12:57:18.680 -070( SUCCESS Initialized tables
OMMNIVAULT_MOTIFICATION_INT OMNIVAULT 2025-10-24 13:01:49.264 -070(0 SUCCESS VAULT

o The INTEGRATION_NAME describes the name of the Snowflake notification
infegration object that was created in Step 2 to send emails.

e The DATA_SOURCE column describes the Source Schema being reported on. If
the value is ‘'OMNIVAULT’, then it is a general notification (OPERATION or VAULT
processes).

o LOADED_TIMESTAMP describes when the notification was friggered to be sent.

e The TYPE column describes if the message is a SUCCESS or ERROR, which
indicates the process status when the nofification was triggered.

¢ The OBJECT column describes the message from the process that triggered the
notification.

To understand more about you notification configurations within OmniVault, check out
the OPERATION.NOTIFICATION_CONFIGURATIONS table:

166 I SELECT * FROM OPERATION.NOTIFICATION_CONFIGURATIONS;

e am

A NAME A souRCE A SUCCESS_TEMPLATE A ERROR_TEMPLATE A RECIPIENTS

OMMNIVAULT_NOTIFICATION_INT  OMNIVAULT <p>Dear Admin, <br> A process has ¢ <p=Dear Admin, <br= An error has
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NAME describes the name of the Snowflake notification

integration object that was created in Step 2 to send emaiils.

e The SOURCE column describes the Source Schema being reported on. If the
value is ‘'OMNIVAULT’, then it is a general notification (OPERATION or VAULT
processes).

e SUCCESS_TEMPLATE and ERROR_TEMPLATE are the Email HTML bodies that will be
sent based on the TYPE of notification that has been friggered.

e RECIPIENTS describe the verified email in Snowflake from Step 1 that the emails

will be sent fo.

Understanding the About the App Page

OmniVault's About the App Page provides OmniVault users with access to detailed,
summarized information on how to set up, use, and uninstall OmniVault. It includes code
snippets, definitions, and contact details giving users one centralized, always available
resource for the simple and complex questions that may arise during use of OmniVault.

. OmniVault
;—?’,—a Launch app
*.. V1.0 Upgraded 4 days ago

Aboutthe app  Privileges  Appewvents  Connections  Access management  Cost managemant

[ Contact

c OMNIVAULT.

Structure Your Data, Power Your Insights, Know
Your Enterprise

OmniVault is the premier application for managing all organizational data in a single,
unified structure. With integrated advanced analytics, Al, and machine learning
capabilities, enabling businesses to gain deep, actionable insights from their data
sources.

Purpose

This outline is designed to help you get setup with OmniVault in Snowflake. It provides instructions
along with code blocks you can run directly in a Showflake worksheet. Be sure to replace anything
within - =  with your specific values before executing the code.

Setup Bi-Directional Connection With ServiceNow

To allow ServiceMow to successfully execute statements in your Snowflake environment, the
SYSADMIN role must be granted the OV_ADMIN role.

1. In the app, click en the gear icon in the top right corner
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To access the About the App page, open the OmniVault application
from the Snowsight sidebar.

Upon launch, you will be directed to the guided setup wizard. In the top-right corner of
the page, click the gearicon to open the settings view.

< Apps  OmniVault Connect " Active v - COMPUTE_WH [2] ACCOUNTADMIN ~ 3 IS

»

@ OMNIVAULT.

The default (landing) tab on this page is the About the App tab.

Understanding the Permissions Page

OmniVault provides app owners with a Permissions page to help manage role
assignments for OmniVault-specific roles.

This page mirrors the out-of-the-box functionality used by other Snowflake Native Apps
and presents an expanding dropdown list of Snowflake account-level roles alongside
their corresponding OmniVault application roles.

- Vault Admin: Full access to OmniVault in Snowflake. Recommendation for
Account Admins

- Vault Engineer: Access to staged data and automation components for
configuration and additional customization purposes

- Vault Analyst: Access to staged and procured data with the ability to create
data objects for enhanced presentation of processed data.

- Vault User: Access to processed data for consumption. Recommendation for 3@
party tools and stakeholders/public users inside your enterprise

If a Bidirectional connection exists between your OmniVault and at least one
ServiceNow Instance, it is required that the Snowflake Account Role SYSADMIN is
granted Vault Admin from OmniVault.
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-,  OmniVault
il Launch app
* V1.0 Upgraded 4 days ago

Aboutthe app  Privileges  Appevents  Connections  Access management  Cost management

£, Account roles with access Add
ACCOUNT ROLE APP ROLE DESCRIFTION

ACCOUNTADMIN Owner Full privilege user

SYSADMIN OV_ADMIN Admin privilages for the Om... T

To access the Permissions Page, open the OmniVault application from the Snowsight
sidebar.

Upon launch, you will be directed to the guided setup wizard. In the top-right corner of
the page, click the gearicon to open the settings view and navigate to the Access
Management tab.

Understanding the Connections Page

The Connections page in OmniVault provides an interactive interface for managing
information related to connected ServiceNow instances. Each entry displays the
endpoint of the instance that was authorized when its corresponding source was
added.

For every external source created, an External Access App Specification is
automatically generated. Additionally, for each OAuth-based connection, a Security
Integration App Specification is also created.

If any of these specifications are denied, the corresponding source will lose access to its
external resource and will be unable to retrieve data.

To update an existing Source’s secret or credentials, use the “Authenticate” button on
the Home Page, and confirm the connection with the Verify button next o it. Assistance
and more details can be found by reaching out to [IPC's OmniVault support team.
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2°,  OmniVault
> Launch app
®.. V1.0 Upgraded 4 days ago

About the app Privileges App events Connections Access manag it Cost manag it

Connections

- External access integrations  Reviewed Details s

Access requests to external network locations

® Security integrations  peviewed Details v &

Access requests to third-party authorization servers

In order to navigate to the Connections Page, first open your OmniVault application via
the Snowsight side bar. After clicking on OmniVault, it should direct you to the guided
set up wizard. In the top right-hand corner of the page is a gear icon that when clicked
will bring you to a new page with several tabs. One of these tabs is labeled
“Connections” and contains the App Specifications described above.

To access the Connections Page, open the OmniVault application from the Snowsight
sidebar.

Upon launch, you will be directed to the guided setup wizard. In the top-right corner of
the page, click the gearicon to open the settings view and navigate to the
Connections tab.

Understanding Demo Mart

By leveraging Snowflake's native capabilities and third-party integrations, OmniVault
enables users to derive clean, detailed, and actionable data insights through visuals,
models, and Al tools. The implementation of these insights, visualizations, and models is
not included within OmniVault’'s core functionality. Instead, each enterprise can
choose to:

e Develop their own analytics solutions in-house using Snowflake or other third-
party tools, or

e Integrate supported OmniVault plugins, also known as Data Marts, to extend
functionality and visualization opftions.
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OmniVault includes an example Data Mart called the Demo Mart,

which highlights a sample use case built around common ServiceNow ITSM
visualizations. The Demo Mart resides within the DEMO_MART schema, and its associated
visualizations can be accessed from the Demo Mart Dashboard page within the
OmniVault application.

DemoMart
New Incidents this Month Closed Incidents this Month Resolved Incidents this Month VIP Incidents this Month
¥ -19 ¥ 20 + -20 ¥ 57

Incidents Created over Time

Source
= ServiceNow 1

ety e MWWWMWWM

February April

Number of Incidents Created

August October December February April June August

Month

If you are interested in more quick start configurable metrics, insights, visuals, and
models please contact [IPC’'s OmniVault support team. The data used in Demo Mart is
not real data but rather a generalization of statistically probable data for an Enterprise
consisting of two ServiceNow Instances that has leverage OmniVault for close to half a
year.

Uninstalling OmniVault

Due to OmniVault's multi-software setup and data protection, its uninstallation process
is not as simple as other Snowflake Native Apps or ServiceNow Plug-ins. If at any point
during the uninstallation process you desire assistance or guidance please contact
IPC's OmniVault support team.

Pausing Connections

OmniVault allows users to choose to pause connections and data retrieval without the
need to fully uninstall OmniVault. Users can pause data retrieval at a Source or Table
level allowing for fine-grain control alleviating concerns that may occur when a Data
Source is upgraded, tested, or reset.

When choosing to pause a table’s data collection, it is important fo consider the table’s
type. Parent and Static tables do not need to be paused as their data is only retrieved
on-demand and is not automated. For Scheduled Tables, temporarily pausing
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Scheduled Imports is necessary. In order to temporarily pause the
loading of Scheduled Tables, run the below code for each table that you desire to
pause.

1 ALTER TASK DEV.PROBLEM_IMPORT SUSPEND;|

When it comes time to resume a Scheduled Table, simply run the code below for each
table you wish to resume.

1 ALTER TASK DEV.PROBLEM_IMPORT RESUME;

These two commands function as a light switch for the Snowflake Task that operates
each Scheduled table’s schedule. For Real-Time Tables, If it becomes necessary to
suspend the import of Real-Time data, users are presented with two options.

- Deactivate the Business Rule: Inside ServiceNow deactivate the Business Rule
related to the table you wish to suspend. This will stop the collection of Real-Time
updates. Any changes made to the table’s records while the Business Rule is
deactivated will NOT be retrievable so only do this if the loss of updates is not a
concern.

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to
automatically change values in form fields when the specified conditions are met. More Info

MName | Update OmniVault - Incident l Application  OmniVault
Table | Incident [incident] A l Active [ ]
Priority [ 100] Advanced

In cases where a Full Source Pause is required, users should perform the above steps to
suspend all tasks associated with that source. Additionally, users can enable and
disable the endpoints in the connections tab from the setup table. Further assistance is
available to all OmniVault app owners via reaching out to [PC's OmniVault support
team.

Uninstalling OmniVault on ServiceNow
Before uninstalling OmniVault from your ServiceNow instance, please review the
following carefully.

Uninstalling the OmniVault application will permanently remove all OmniVault-related

configurations, connection settings, and synchronized data stored within ServiceNow.

This includes any VAULT tables, data mappings, and integration history associated with
your instance. Once removed, this data cannot be recovered.
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If you need to retain or migrate your data before uninstalling, contact IPC’s OmniVault
Support Team for assistance. Our team can help you safely export or back up key
information prior to removal.

Uninstalling OmniVault on Snowflake

Before uninstalling OmniVault from your Snowflake environment, please review the
following carefully.

Removing OmniVault from Snowflake will delete all OmniVault-related databases,
schemas, tables, and views (including VAULT and DEMO_MART). This process is
irreversible and will result in the loss of all stored or transformed data associated with
the OmniVault integration.

If you wish to preserve your data or migrate existing models before uninstalling, contact
IPC’s OmniVault Support Team for guidance on proper data export and retention best
practices.

Troubleshooting
Connecting An External Data Source As A Consumer

Invalid Credentials For ServiceNow

- Verify Username/Password(Client
ID/Client Secret) for connection Fil ot redenls

- Verify Connection Account has
required roles and permissions in
ServiceNow

- Backout of OmniVault and
reattempt the connection

Conflicting or Recently Used External Access Integration

- Verify that your Data Source and
EAl have a Unique name TR

- Wait 15 minutes and reuse the
same name

- OR Use a different Source Name
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Double External Access Integration Does Not Exist

- Verify that your Role is
AccountAdmin

© Specification

© Specification *

_PDI_EAI" does not exist in this application.

_PDI_EAI" does not exist in this application.

- Backout and Retry Connection

Double External Access Integration Access Requests

- Click ‘Cancel’ until all
requirements are met

- Approve all options for the
current Instance URL

- Save and continue

Connect An External Data Source Provider Steps

Connection Setup Required

)

Review external access integrations

Connection to an external API for source . PO @
Access an AP that exists outside Snowfiake

V320204 service-non.con
Connection to an external API for source PDI_ [ o)

Access an API that exists oulside Snowfiake

Gev320284. service-nom. con

oo (G

- Use ‘Provider’ Button in Snowflake

- Build Provider Integration by
running the provided code

Connection Status:

Connection Detadls v

© Setup Required

To wreate a bi-drectionsl conmection between OmniVauk and ServiceNow, please stup a Frovider iiegration, More detsils can
be Sownd in the Orrmidactt Docimentation

- Click the URL link and complete

the form

Failed Connection To OmniVault

- Reset the connection to
Snowflake

Connection Status:

Connection Details ~

- Regenerate the URL from the Swiie Smutyl;
Provider code m....._......,...:
Leveraged Warehouse

- Click the URL link and complete

These properiees are maomalsly filnd by Soowfiske To etht, saepate 10 OV sl B opme i

OMNVALLT
MY_POX

COMPUTE_WH

the form

L 703-362-1263 info@integritypro.com

@ integritypro.com

Q Woodbridge, VA 22192




Logged Errors In ServiceNow

- Navigate to the Connection Page
(OQOTB => /speid=oauth_conn)

- Reset the connection credentials

- Reconnect by using the provider
code

Invalid ServiceNow Scope

- Verify that your ServiceNow
Scope is OmniVault

- Retry the connection by using the
provider code
(note: this would appear after having

attempted to connect with the filled-out
form only in cases of incorrect scope)

Invalid ServiceNow Role

- Verify your ServiceNow Roles and
Access Permissions allow you to
reach the Connection Page

- Retry the connection by using the
provider code

Provider URLs Do Not Match
- Verify the System Property

(x_ipnll_snﬂkdv.snfk_provider_redirect_poge)
matches the Connection Page

- Regenerate the Provider
Credentials with the provider
code

- Click the URL link and complete
the form

€ 703-362-1263 info@integritypro.com

Message
Snowflake Refresh Error, Status: 404 Message: Unexpected token:

Snowflake Statement Error. Status: 404 Message: Unexpected tok

Connection Status:

Connection Detadls v

To oeate s bi-drecions! o

e Sownt in the O

cthon between OmniVauk and ServiceNow, please stap a Frovider iiegssion, More detais can

© Setup Required

Wa apsbogim for any

e adtress doesa’

Saery, the page you requested was net found.

“ae*

Game Over

@& integritypro.com

Q@ Woodbridge, VA 22192



Connect An Internal Data Source
Missing Table After Successful Submission

- Verify the Warehouse selected
for the Data Source

- Grant Usage on the Warehouse
to OmniVault

- Add the Internal Table again

Column Choice Keep Resetting To Blank

- Verify the Internal Data Source
has been set up

- Use the Low Code procedure to
add the table instead

Load External Tables
Logged Errors In ServiceNow
- Verify the connection to

OmniVault is valid

- Info logs of table loading
requests exist in ServiceNow

- Reset the connection and
Reconnect to OmniVault

Table Shows Paused In TABLE_METADATA
- ldentify the Table’s true status
- Manually update the Table’s
status to Pending or Loading

- Await Task Automation or force
the execution of the task

€ 703-362-1263 info@integritypro.com

8 OMNIVAULT / VAULT

Schamsa Deteis  Tasks

Assigned contacts
2 Stoward
2 suppert

2 Approver

.......

Select Your Tables

D Cot Send yonss bhnd)7 Conet b aqeplicathim wa e poiigns o youst frrelinad I
whe § Vbl hura

wrce = x_lpnll_snfikdv > Level '= Information .or. Level = NULL

Level Message
1941 Error Snowflake Refresh Error, Status: 404 Message: Unexpected token:
19:41 Error Snowflake Statement Error. Status: 404 Message: Unexpected toke

@& integritypro.com Q Woodbridge, VA 22192



Missing DIM Table After Successful Submission

- Verify the Warehouse selected
for the Data Source

- Grant Usage on the Warehouse
to OmniVault

- Set the Table’s Status to Loading

Invalid ServiceNow Credentials

- Verify ServiceNow credentials
with the Verify button

- Verify ServiceNow Roles and
Access Permissions

- Click the Authenticate button
and complete the popup

The Queue Import Task Is Failing

- Verify all Data Source Tables exist
in the schema

- Call ALTER_IMPORT_QUEUE() in the
schema

- Await Task Automation or force
the task execution

Slow Addition of Table

- Locate ADD_SERVICENOW_TABLE
task in the OPERATION schema

- View Run History and Manually
Execute or alter the task’s
Schedule

- Repeat process until you reach
the desired state

L 703-362-1263 info@integritypro.com

S  OMNIVAULT / VAULT

mmmmmmmmmmmmm

Verity Connection(s) «

Vertly your cormecton by ensurng Bat Snowflake can connect %9 your data source or
updste the cradertain of an axalng conrecson

Chooes your cremectoe

Verly ol comnacinm v

oo —T—

e tuloetng sowter wars ot verfed VU|

Prppegegeeeg

av
+ P

& OMNIVAULT / OPERATION / ADD_SERVICENOW_TABLE

Details.

0
01¢073¢9-6006-152¢-0000-000000005369 ©

@ 8 L4PB L+ @
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Logged Errors In ServiceNow

- Verify the Info logs for attempts
to submit data to OmniVault

- Verify the destination table in
OmniVault and the status of the
Queve Import task

- Reset the connection and
Reconnect fo OmniVault

History ~ Workspaces  Admin

ated - | Search

wee = x_ipall_soffidy > Level = Information .or. Level = NULL
Level Message
9:41 Error Snowflake Refresh Error, Status: 404 Message: Unexpected token:

ho-a1 Error Snowflake Statement Error, Status: 404 Message: Unexpected tok

Automation Misalignment Email Received In ServiceNow

- Determine the cause by
referencing the email body

- Update the Business Rule/s
misaligned

- Or update the System Properties
to reflect the desired tables

SAT or HUB Tables Are Missing
- Verify the Warehouse selected

for the Data Source/s

- Verify the Table Status or re-add
the table

- Await Task Automation or force
the task execution

Invalid Record Object Response Message

Preview Email

Dear ServiceNow Admin,
A misaligned Real Time pipeline has been identified in your ServiceNow instance. Please see below details:
Identified: 2025-11-17 21:24:43

Cause: Missing Busincss Rulc.
Table: problem

Please review OmniVault documentation and add/active a Real Time Business Rule for the above table. If Real Time updates are not
desired, please remove the problem table from the Real Time Tables OmniVault property.

Thank you

OmniVault Automation Support

Unsubseribe | Notificati o

Ref:MSG0000194_zx0INBWZLw318PCes0v7

©  OMNIVAULT / VAULT

..............

- Verify the table contains valid JSON Syntax in the RAW_JSON column
- Verify the ServiceNow connection is valid

€ 703-362-1263 info@integritypro.com
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- Re-Attempt the procedure call after changes

SEND_TABLE ®

Status: 403 (“error”:{"message”:"Operation Failed™ “detail™:"Operation against file “incident’ was aborted by Business Rule “Abort
changes on group*1c741bd7002322007518478083673a13" . Business Rule Stack:Abort changes on growp™). status”:“failure”)

Prevented by Data Protection Response Message

- Verify the table contains valid JSON in the RAW_JSON column based on
ServiceNow's Data Quality Requirements (usually the Business Rules on the table)

- Verify the ServiceNow connection has the required Access Permissions to insert
into the ServiceNow table

- Re-Attempt the procedure call after changes

SEND_TABLE )

Status: 403 (“error”:{"message”:"Operation Failed™ “detail™:"Operation against file “incident’ was aborted by Business Rule “Abort
changes on group*1c741bd7002322007518478083673a13" . Business Rule Stack:Abort changes on growp™)."status”:“failure”)

Invalid Table Selection Message

- Verify the table exists in OmniVault and ServiceNow
- Verify the ServiceNow connection has the required Access Permissions
- Re-Attempt the procedure call after changes

Results (just now) >4

Orows () 165 (NEEEE

e - P SR
server_connection.py", line 529, in run_query results_cursor = self.execute_and_notify.
a7372e9bb6daddb86f8449927177aada9b9f9fd7b4bd0b0b6{699617dddef2bf/lib/python3.10/site-packages/snowflake/snowpark/_internal/
server_connection.py", line 459, in execute_and_notify_query_listener raise ex File "/usr/lib/python_udf/
a7372e9bb6daddb86f8449927177aadad9b9f9fd7b4bd0b0b6f699617dddef2bf/lib/python3.10/site-packages/snowflake/snowpark/_internal/
server_connection.py”, line 450, in execute_and_notify_query_listener results_cursor = self._cursor.execute(query, **kwargs) File "fusr/lib/
python_udf/a7372e9bbBdaddb86f8449927177aada9b9f3fd7b4bd0b0bBf699617dddef2bf/lib/python3.10/site-packages/snowflake/connector/
cursor.py”, line 1142, in execute Error.errorhandler_wrapper(self.connection, self, error_class, errvalue) File "fusr/lib/python_udf/
a7372e9bbBdaddb86f8449927177aada9b9f9fd7b4bd0b0b6f699617dddef2bf/lib/python3.10/site-packages/snowflake/connector/errors.py”, line
286, in errorhandler_wrapper handed_over = Error.hand_to_other_handler( File "fusr/lib/python_udf/
a7372e9bb6daddbB86f8449927177aada8b9f9fd7b4bd0b0bEfE99617dddef2bf/lib/python3.10/site-packages/snowflake/connector/errors.py”, line
341, in hand_to_other_handler cursor.errorhandler(connection, cursor, error_class, error_value) File "fusr/lib/python_udff
a7372e9bbb6daddb86f8449927177aada8b9f9fd7b4bd0b0b6fE99617dddef2bf/lib/python3.10/site-packages/snowflake/connector/errors.py", line
217, in default_errorhandler raise error_class( snowflake.snowpark.exceptions.SnowparkSQLException: (1304): 01c075b8-010f-e347-000a-
bd63033d004e: 002003 (42502): SQL compilation error: Object 'OMNIVAULT.JAKOB_PDLSYS_USER' does not exist or not authorized. in function
SEND_TABLE with handler send_table

Inpys=} @ @ M [ Feedback
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Contact Us
Phone: 703-362-1263

Email: info@integritypro.com

Support: ov_support@integritypro.com

Website: www.integritypro.com

When contacting us regarding OmniVault please include OmniVault in the Subject line
to allow for quicker resolution.
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